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Answer These Questions
1. Can I have some Microsoft Technology?
2. How much does Microsoft cost?
3. Can I get 10 copies of Microsoft?

I get the same questions about Azure…
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Azure 101 – 10 minutes



MB - That actually doesn't look too bad. I know where I'd like to go already😁

Azure Microsoft 365



Cognitive Services



Facial Recognition 

Text Analytics 
Language Understanding
Speech to Text
Text to Speech
Speech Translation
Speaker Identification / Verification 

Video Indexing
Personalizer
Image Recognition
Content Moderator 
Ink recognition

https://azure.microsoft.com/en-us/services/cognitive-services/face/
https://azure.microsoft.com/en-us/services/cognitive-services/text-analytics/
https://azure.microsoft.com/en-us/services/cognitive-services/language-understanding-intelligent-service/
https://azure.microsoft.com/en-us/services/cognitive-services/speech-to-text/
https://azure.microsoft.com/en-us/services/cognitive-services/text-to-speech/
https://azure.microsoft.com/en-us/services/cognitive-services/speech-translation/
https://azure.microsoft.com/en-us/services/cognitive-services/speaker-recognition/
https://azure.microsoft.com/en-us/services/media-services/video-indexer/
https://azure.microsoft.com/en-us/services/cognitive-services/personalizer/
https://azure.microsoft.com/en-us/services/cognitive-services/computer-vision/
https://azure.microsoft.com/en-us/services/cognitive-services/content-moderator/
https://azure.microsoft.com/en-us/services/cognitive-services/ink-recognizer/




Containers









IoT



Order a devkit

https://ms-device-contact.com/
http://www.microsoft.com/azure-sphere
https://ms-device-contact.com/








High Performance Computing
(HPC)



YouTube Video
Case Study

https://www.youtube.com/watch?v=kyLjAFz_xZ0
https://blogs.msdn.microsoft.com/azure_4_research/2017/02/06/cloud-computing-guide-for-researchers-ebird-big-data-analysis-using-microsoft-azure/


NIST



NIST 800-171

System Security Plan 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-SSP-Template-final.docx


The Challenge (Current State)

How can we ensure 
security of research data 
while effectively meeting 
NIST 800-171 (CUI) 
requirements?

Current standards of the 
CUI controls are vague at 
best. 

PI’s/Researchers who have 
awards with CUI 
compliance typically own 
the responsibility for 
implementing and 
overseeing the controls. 

Non-compliance with 
controls is getting 
expensive

“Command and control” 
institution-wide point 
solutions frustrate and 
impede progress



• Microsoft NIST Compliance
• Azure NIST Blueprints

People

ProcessTechnology

https://servicetrust.microsoft.com/ViewPage/NISTSP800171Blueprint?command=Download&downloadType=Document&downloadId=3d626fce-c9f9-4d29-b7f0-3326309c0afc&docTab=9ed29fa0-5ee7-11e8-8a04-557b8f3164be_IaaS
https://docs.microsoft.com/en-us/azure/security/blueprints/nist171-analytics-overview


Azure 
Services 
Required

AZURE ACTIVE 
DIRECTORY

AZURE 
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SECURITY 
CENTER



Threat Modeling



CUI Control Set Policies in Azure
Examples
• General

• Identity –Authentication and Access
• 3.1 ACCESS CONTROL
• 3.5 IDENTIFICATION AND AUTHENTICATION
• 3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI

• Tag: Tag all resources created within a logical Resource Group
• Label:  NIST 800-171  Value: True
• 3.3 AUDIT AND ACCOUNTABILITY

• IaaS
• VM Endpoints: Ensure Endpoint protection is installed, running and updated.

• 3.14.2 Provide protection from malicious code at designated locations within organizational systems. 
• 3.14.3 Monitor system security alerts and advisories and take action in response.

• Monitoring and Reporting:
• Compliancy checks every hour

• 3.4.2 Establish and enforce security configuration settings for information technology products employed in organizational 
systems.

• Report in console dashboard. 
• 3.3.9 Limit management of audit logging functionality to a subset of privileged users.

• Exportable



91

https://aka.ms/AzureCompliance

https://aka.ms/AzureCompliance


Azure Labs



Link

https://labs.azure.com/










Simple view 
for students



Thank You

Questions?


