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2013+ Global Volume
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2017+ Global Volume
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2018+ Global Volume
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@: Hd9-0|= DHL-Express-US-3057207937-lang-us-US.doc (Protected View) - Microsoft Word = B R

Home Insert Page Layout References Mailings Review View v o
x
7

Ab u S e d Att a ch m e nt F i I e Typ e s € Protected View  This file originated as an e-mail attachment and might be unsafe. Click for more details. | Enable Editing

Document created in

1'&'[

e Most Common earlier version of
— Microsoft Office Documents with Macros Microsoft Office Word
- Microsoft Office Documents with Embedded Object s
- PDF with links R e 2 TR
e New
- XL4 Macro e TR oS Pt PP v Syspompwrwpmpro
- Template Injection o e s == e
e Other =
- DDE T =)
- Password protected Microsoft Office Documents B

- Documents that exploit Microsoft Office vulnerabilities
e Most common is CVE-2017-11882
o All time highest volume is CVE-2017-0199
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Password Protected Documents

% s T —— Fw(27):report from Axel Wiley - Message (Plain Text)
e Office documents where passwords == et R
are required to open the document A Fen oo | e i |t Gt [
e Password is presented to the user in o e awizconnse .

th e bOd y Of th e e m a i | | Subject: Fw(27):report from Axel Wiley

_1Message " jreport.docx (54 KB)

e Advantages Sl marion

The Payment should appear within 5 days. See the report attached.

- Appears to the user as privileged information || o rascode: kevssox
contained within the document

Axel Wiley

- Evades automated sandbox analysis Password Fo =)
. nter password to open file
® Campa|g ns tend to use the same E:\t;asl:;word-prot’;ectped\scan_ann.cornish.doc
password for all samples
» Most recently seen in these campaigns ] |2

- IcedID - TA516 [SmokigDro]
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® @O | wes
o @ »

® Stella @

To: Wes@ﬁ . " oz ™ R AL N someone - Message (HTML)

Rep|Y‘T0: Stella Message
wes K G Y S T [ o
& Junk

Delete | Reply Reply Forward &, jqre Move |23 Action

<

All
Delete | Respond [ Quick Steps [ Move
HOW are you WesS, From: Anna <category@damagesed.edu>
To: someone @mycompany.com
You will be charged $3,628.74 on your current Visa balance straightaway. Efbjem S
See attachment to avoid it. Password is 1115 "j".}{;;‘s;;;]@’;5’,‘5;};;{;’_};},};‘,55}'('z‘i'i{éj """"""""""""""""""""""""""""""""""""""""""""

Yours truly,

m;. Hello,

N Your Visa card ending in X00X will be charged $3,187.26 shortly.
Ste Take a look at attachment for details. Password is 1115.

wes_scan.doc

Thank you.
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Blockchain

Authorize log-in attempt

Delivery Methods - URL

Authorize log-in attempt

An attempt to login to your blockchain.info wallet was made from an unknown

e Most Common -
- Links to phishing pages |

IP Address: « & s = [
Browser: - m

- Direct links to malicious docs / exes T, n

Please check the ip address and browser carefully. If the above details are correct

» Typical case: get the victim to download and open a malicious
document/executable from the internet (social engineering)

- Links to zipped downloader scripts (e.g., zipped roaconsiofis 5 G0 e i jee e HG

page from an un

.jS & 7-Zipped _VbS) of a phishing atte|
o N ewer 7 MICROSOFT PDF ONLIN-E
e S e Bl = LSk PDF Adobe Protection
mozitla
- TDS Style @ .

ju
e BlackTDS
. You are using an older version of Firefox
) S O CG h O | I S h Update now to keep your Firefox browser running smoothly and securely lorry there was a problem and we can't open this PDF, if

P\Is happens again please try open in Microsoft word Excel

[ ] SOCGOth Your download will begin automatically. If not, click here: PDF F|LE: 1.22kb DOWNLOAD

e Less common: i
- Links to pages infected by Exploit Kits
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Soclal Engineering

<

E-Mail with
malicious URL ‘

proofpoint.

Social Media Links
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Exploit Kit Kill Chain

Entry Point Redirection

Non Malicious
Website

Malicious
Advertisement

4

TDS
Compromised
Website

s

Exploit Kit

~

Ransomware

v
e

Banking Trojan

»

Malware
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Socgholish

IM Update Firefox X

= hitt

& http://honestbarcelona.c | & http://honestbarcelona.com. c @

@ www.acdumich.org e @ || Q Search N e

)

b HONEST - <Somos \ mozilla

You are using an older version of Firefox

Update now to keep your Firefox browser running smoothly and securely.

Thanks for choosing Adobe Flash Player. Your download will begin automatically. If not, click here:

Note: Your antivirus software must allow you to inst

software.
Update Firefox
Your download should begin automatically. If not, ¢

here:

Opening Firefox_65.3.9.js X
Install now You have chosen to open:
|2 Firefox_65.3.9.js

which is: JavaScript File (37.1 KB)
from: ...uc83c1480132c24733993a1a582f.dl.dropboxusercontent.com

Would you like to save this file?

Save File | | Cancel

proofpoint.




Malware at the end of links

@ ® https://dl.dropbox.com/s/3tsrd9j86idxkzx/Doc.zip?d|=0

0 Messages * 13 Proofpoint Customers « 0 People Impacted

Attack Spread

T e
WEEE - o o o
TARGETED Seen by 13 Proofpoint Customers WIDESPREAD
Forensics 3

Reports Report #1: 2017/05/02 - 15:32 (UTC +00:00) || Windows X.. W

Attack Progression

Messages

Delivered Messages

Clicks on Rewritten URLs

0

Blocked

0

With
Rewritten URLs

0

Blocked

KA

0

Delivered

0

With
Non-rewritten URLs

0

Permitted
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Unique Malicious URLs
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Exploits

e \We consider social engineering as an "exploit”

- Office Macros are an extension of umbrella “Social
Engineering” term
 Almost all exploits we see are Microsoft Office
exploits

- CVE-2017-11882
» By far the most popular

- CVE-2017-0199
- CVE-2017-8570

o Exploit Builder Kits

- ThreadKit

e Supports multiple CVE’s.
» Has been found to be using exploit code from researchers

- LCG Kit
e Uses different variations of CVE-2017-11882

proofpoint.




Global Campaign Exploits (Messages)
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- Office VBAMacro | PowerShell [l Social Engineering = PDF | Packager Shell Object I JavaScript [ CVE-2017-11882
I Compressed Executable [l ThreadKit ] 'QY ] V8BS ] Password Protected ] LCG Kit ]l CVE-2017-0199 [} BlackTDS
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Global Campaign Exploits (Messages)
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I Cempressed-Executable ] ThreadKit [ ¥ [l VBS [l PesswerdProtected [ LCG Kit ] CVE-2017-0199 i Bteck¥BS
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Global Campaign Exploits (Messages)
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Office VBA Macro | PowerShell [/ Social Engineering © PDF | JavaScript [0 WMI B Thread Hijacking B Geofencing
B Steganography [l Password Protected [l CVE-2017-11882 [} LCG Kit |l Compressed Executable [l XL4 Macro ] VBS
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Global Campaign Exploits (Messages)

0
12/31/18 1/7/18 1/14/18  1/21/19 1/28/19 2/4/19 2/11/18 2/18/19 2/25/19 3/4/19 3/11/19 3/18/19 3/25/19 4/1/19 4/8/19 4/15/19  4/22/18  4/28/19 5/6/19 5/13/19  5/20/19  5/27/19

Office VBAM 2 Shell [ SosialEnginees ROF javaseript [ W Il Thread-Hijacking [l Geofenei
B steganegrephy [ PesswerdPretected ] CVE-2017-11882 ] LCG Kit [l Sompressed-Executable ] ¥4 Mecre I 85
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Malware

e Stealers and Downloaders
- Dominated 2018
- 2019 not looking any different

e Top malware 2018
- Emotet
- Pony
— Tordal

e Top Malware 2019

- Emotet
— Ursnif
— lcedID
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Global Campaign Malware (Messages)
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PP LLL L LLP SO \ov\@o,o‘g%\v%\%&\gb\ CREPES LRSS <»\"°q\°o,\”q\°6”&@”@*@“~\$”$“9$”ﬁﬁyﬁf
Emotet | Pony [ Tordal ~ Ursnif | Panda Banker [ FlawedAmmyy B UriZone Banker [l GandCrab | The Trick

I LokiBot il ServHelper ] FormBook ]l Nymaim [l AgentTesla il Remote Manipulator System/RMS
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Global Campaign Malware (Messages)
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Actors*
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TA Designations

e 000 - 499: APT
e 500 - 1999: Crime large

- large campaigns like those distributing Locky / Dridex bankers and ransomware

e 2000 - 2999: Crime small

- more targeted like certain small BEC groups

e 3000 - 3999: Crime sophisticated
- Cobalt, Fin7

e 4000 - 4999: Unknown/Sophisticated/Specialists

—- interesting groups that we are not sure where else to put

proofpoint.




TAS05

e TA505 tends to lead trends
- 2014 — Banking Trojan
- 2015 — Banking Trojan
- 2016 — Ransomware
- 2017 — Ransomware
- 2018 — RATs
- 2019 — Backdoors/RATs

S} MJ,.JM_M “L i J”Ml..m“h L Mlm n o

12/15/2014 08/19/2015 04/06/2016 11/24/2016 07/13/2017 03/02/2018 10/19/2018 05/23/20°
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Global Campaign Actors (Messages)
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S S S S S S S S E S T ST & T FFEFIFTIFT IS T
~ o SIS RS

© TA542 [0 TAS11 N TAS05 | TAS553 [ TAS44 [ TASS1 [ TAS32 [ TA543 [ TAS33 [ TAs16 [ TAS47 [l TA540
B 7536 [ TA470 [ TA539

]
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Global Campaign Actors (Messages)
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People Centric Security Analytics
(PCSA)

proofpoint.



The Defender’s POV

proofpoint.

DMZ

Web Servers

© 2019 Proofpoint. All rights reserve:
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B App and Email
Servers

Databases

Internal vLANs

File Shares

=0

PCs / Printers
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The Attacker’s POV

jbarker@bank.co

Jack Barker e 3rd

Executive at Bank Co
500+ connections

Ibream@bank.co

Al
%

}.fi :

Laurie Bream e 2nd

Financial Advisory at Bank Co
500+ connections

rhendricks@bank.co

Richard Hendricks e 3

Senior Systems Administrator
55 connections

Featured Skills & Endorsements

Microsoft Exchange - 49
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People-Centric Security Analytics

Most Attacked Highly
Privileged

Vulnerable to
Attack

Leverage our unique data top identify
iIndividuals or groups within an
organization that might present a
previously unknown security risk.

proofpoint.




Proofpoint Attack Index

Actor Sophistication

Understand the risk your users
face and prioritize the most
effective compensating controls

Attack Targeting

Type of Attack
Volume of Attacks « 0-1000 score per threat sent
« Weighted composite score
« Score explanations Receive reporting and

metrics on the threats
your users face

proofpoint.




Attack Index Results

W o Recipient Threat Category Breakdown

charle

jonatl
fay

g

mal

anr

cing.com
logy.com
logy.com

logy.com
logy.com
cing.com

of MR

%o Head of
Asrecynamics

of Hospitality

logy.com
logy.com
cing.com

logy.com
logy.com
cing.com
logy.com
logy.com
cing.com
logy.com
cing.com
logy.com
logy.com
cing.com

o

200 400 600 800 1k 1.2k 1.4k 1.6k 1.8k 2k

I Unknown Credential Phishing B Banking [/ Stealer | Unknown Malware Downloader
Consumer Credential Phishing Keylogger | RAT [ Ransomware ] Corporate Credential Phishing
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